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Abstract. The aim of the scientific work is to create a methodology for designing an auxiliary automated 
management decision making system based on analysing information security level of intellectual resources of a large 
industrial enterprise. The methodology is based on the principle of comprehensive information security. The article is 
devoted to solving the problem of creating a convenient auxiliary tool for auditing information security events. The novelty 
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of the work is the proposed creative concept of using the maximum amount of data on information security events to make 
a management decision (including a personnel management decision). The study results are recommendations for 
building an auxiliary automated system for auditing and analysing the information security level of intellectual resources 
of a large industrial enterprise.
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Fig. 1. Topology of synthesized auxiliary automated information security incident audit and analysis systems 
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Fig. 2. Algorithm for generating structured data on information security incidents
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Fig. 3. Interaction of local area network monitoring system, audit log monitoring system using the software 
and hardware of the enterprise's main automated system and surveillance system during the preliminary collection 

of information security incident data
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Fig. 4. Example of hierarchical structure of information security incident data 
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Fig. 5. Structure of information security incident database
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